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Virtualization

H katdtunon £vOg GUCTANATOC OE TTEPLOCOTEP
ATTOHOVWHEVA «EIKOVIKA» cuoTnpata mou polpdalovrat
TouG i0loug MOpoUC.

» Full Virtualization: abstraction oto eminedo tou HW

» Paravirtualization: Full Virtualization + evaAAakTIka
data-paths pe pikpotepo overhead

» Containers: abstraction oto emimedo tou kernel



Containers vs Full Virtualization
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chroot(2): o manmoug twv containers

UNIX V7, 1979 kau Bill Joy, 1982, mpwv to 4.2BSD

AANGCeL To root directory evog process Katl OAwY Twv
Tadlwy Tou

Apxikn xpron: GoKIPEG Tou V7 Kat Tou 4.2BSD xwpig
geykatrdotaon

Xpnotgomondnke Katd KOPoV wg PHNXAvIGHOG
ac@alsiag, av Kat TapakAaumteTal
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Namespaces

» Baolkn 10éa: yevikeuon tou chroot(2) kat oe aAAa
utocuoThpata mépa amo to filesystem

» PID namespaces
» UID namespaces
» Network namespaces
» IPC namespaces
» UTSNAME namespaces



Namespaces: kernel implementation

include/linux/sched.h:

#include <linux/nsproxy.h>
struct task_struct {

struct nsproxy *nsproxy;

include/linux/nsproxy.h:

struct nsproxy {
atomic_t count;
struct uts_namespace *uts_ns;
struct ipc_namespace *ipc_ns;
struct mnt_namespace *mnt_ns;
struct pid_namespace *pid_ns;
struct net *net_ns;



OpenV.

v

EAgUBepn £kdoon tou Virtuozzo

Patch otov emionpo mupnva Linux

$ git diff --shortstat v2.6.32.12..v2.6.32-avdeyev
597 files changed, 59043 insertions(+), 1879 deletions(-)

v

$ git diff --shortstat v2.6.31..v2.6.32
10308 files changed, 1091675 insertions(+), 529314 deletions(-)

v

Namespaces
Resource accounting & control
Userspace management tools

Ymootnpt€n: RHEL (OpenVZ kernels), Debian Lenny
& Squeeze (Debian kernels)
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OpenVZ: apXITEKTOVIKN

» O host xwpiletal o€ containers (Virtual
Environments - VEs)

» VEO: 1o privileged VE, oto omoio £ekiva n init Tou
ouoTNPATog Katd to boot. H diaxeipion tou
ouoTtnpatog yivetat péoa amo to VEO.

» Kabe VE:

» ‘Exel €va VEID > 100 (32-bit)

» BAémel £va koppartt tou filesystem, pe 2-level quota

» 'Exel eEAeyxopevn mpdoBaocn oToug mOPOUg ToU
ouoTtipatog (user_beancounters)

» 'Exel 01O Tou hostname, G1koUG TOU XPAOTEG Kal
TCP/IP stack, iptables, ip6tables, NFS context

» 'Exel capabilities mou meplopilouv tnv
aAAnAemiopacn pe to umdAolmo cuotnpa (I.x.
net_raw, sys_chroot, sys_admin, sys_boot, mknod, ...)



OpenVZ: booting

1. Ta userspace gpyaAcia, péow syscalls, dnpioupyouv
T0 KatdAAnAo mepiBaAAov (chroot, resource limits,
KATT)

2. Kavouv fork(2) Kat execve(2) TNV V€A init (8)

3. Hinit(8) Bpioketal va tpéxel Kavovika pe PID 1,
Katw amo évav kernel

4. H dwadikaoia mpoxwpd oav Tnv KKivnon vog
(PUGCIKOU PNXavAPAtog



OpenVZ: processes

» TpomomolnNpEVo task_struct:

include/linux/sched.h:
struct task_struct {

#ifdef CONFIG_BEANCOUNTERS

struct task_beancounter task_bc;
#endif
#ifdef CONFIG_VE

struct ve_task_info ve_task_info;
#endif

}

» ve_task_info: VZ-specific mAnpoopieg
» task beancounter: resource accounting



OpenVZ: processes (2)

KaBe process avikel o akplBwg €va container
‘OAa ta processes «@aivovtat» amo to VEO

Kdabe process €xet 2 PIDs: €va global kat éva
container-local

Meta&U toug Ta processes evog container BAEmouy
povo ta container-local PIDs
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User beancounters: resource accounting

» /proc/user_beancounters R
/proc/bc/<VEID>/resources

» Resource accounting and limiting:

kmemsize lockedpages privvmpages
shmpages numproc physpages
vmguarpages oomguarpages numtcpsock
numflock numpty numsiginfo
tcpsndbuf tcprcvbuf othersockbuf
dgramrcvbuf numothersock dcachesize
numfile numiptent diskspace

» Tunable péow tou vzctl, akopa kat otav to
container «tpéxel». Ot aAAayEg loxUouv apeoda.



OpenVZ: umoAolra resources

» Disk quota (uAomrolnpévo oTo simfs)

» CPU Fair scheduler: 2-level scheduler (VE +
processes)

» 1/0 priorities: per-VE |/0 priority (CFQ)



OpenVZ: Checkpointing

» Emtpémel 1o «maywpa» Kat tnv anobnkeuon tou full
process state €vog container

» AmoBnkeUovtal 0Aa ta kernel objects (Olepyaocieg,
OIKTUAKEG ouvOEoELg, IPC KAT)

» Emtpémel migration twv containers o€ aAAo host
» Emtpémel Aqyn «snapshots» Tou container

» '‘EAgyxog péow ioctl(2) 0T0 /proc/cpt Kal TO
/proc/rst



OpenVZ: Userspace tools

» vzctl: Baocikdg éAeyxog, onploupyia, pubuion,
EKKIVNON, TEPUATIOHOG, . ..

» vzmigrate: Live migration, pe rsync twv 0£30pEVwY

» vzlist: KataAoyog twv VEs mou gival oplopéva oto
ocuotnua

» vzpid: Avtictoixion VEO PID — VE PID

» vzcalc: Eggpavion otatioTikwy yld Toug mOPoUg VOG
VE

» vzsplit: Alaipeon tou physical host og n VEs



Container templates

» To 10 container dnuloupyeital xelpokivnta (.x.
debootstrap)
» Template: tarball pe to standard tree
» Anploupyia containers amé template — taxutnta,
opolopop@ia
» 2uvodevovtal amo scripts mou avaAauBavouv tnv
nepAItEpw mapapetpomnoinon (hostname, IP address,
)
» O£AeL Mpoooxn:
» inittab: tty's;gettys
- udev
» Anploupyia SSH host keypair oto mpwTto boot
» fstab: povo /proc, /dev/pts



MNapadeiypata xpnong 1: akadnpaiko
£pPYaocTnplo

» Containers:

Mail server

File server

2 Web servers

1-15 containers yla epyactipla @oitnTwy
LDAP server

dwoevoupeva projects foss.ntua

v
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» Mepika ek petatpotig (P2V)
» MoAAd pe pikpn Olapketa {wnig (1. X.
gpyaotipla/demos)

» ‘Exel xpnotpomoin®si live migration mpokelpévou va
yivouv gpyaoieg oto hardware



MNapadeiypata xpnong 2: production/staging
server

v

OpenVZ kernel wg domU o€ Xen host (pv_ops)
Containers:

» Mail server

» Web server

FTP server

DNS+LDAP server

Test/staging containers yla utnpeocieg

v

vV v v
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OpaAn Asttoupyia Katw amo Xen
Katd katpoug éxel @ldoEevioel pexpl kat 20
containers tautoxpova

v



LXC: LinuX Containers

Containers oto mainline kernel

MoAAA amo ta XxapakTnploTika tou OpenVZ merged
{PID, UTSNAME, IPC, UID}-namespaces

Akopa Acimouyv features

» Resource control Baclopévo ota cgroups, Oxt 660
feature-complete 600 to OpenVZ
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Yo avamtugn, AEITOUPYIKO o€ 2.6.29+
MeydAn cuvelogpopd amd to OpenVZ kat tnv IBM

v



Containers: cupmepaoparta

ZUVIOTWHEVEG XPNOELG:
» Linux-only servers
» Mo acwaAn chroots (m.x. private shells)
» Development/build testbeds

AkatdAAnAo yua:
» Desktop virtualization
» MNeplBaAAovta pe moAAamAd A/X



nyeg

» OpenVZ: http://wiki.openvz.org
» OpenVZ kernel git tree:
git://git.openvz.org/pub/linux-2.6.32-openvz
» LXC: http://1xc.sf.net
» Debian: http://www.debian.org
» Proxmox VE
(KVM & OpenVZ cluster management ywa Debian):

http://www.proxmox.com
» Linux VServer: http://linux-vserver.org


http://wiki.openvz.org
git://git.openvz.org/pub/linux-2.6.32-openvz
http://lxc.sf.net
http://www.debian.org
http://www.proxmox.com
http://linux-vserver.org
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